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January 11, 2021 

 

Via Electronic Mail  
 

 

Scott McMillan 

The McMillan Law Firm 
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La Mesa, CA 91941-5230 

scott@mcmillanlaw.us  

 

 

RE: Public Records Act Request 

 

Dear Mr. McMillan, 

 

 This letter is in response to your request for public records from the Imperial County 

Registrar of Voters (“ROV”) dated December 18, 2020.  

 

 As discussed below, several of the requests seek voter registration information and voter 

history. In general, voter registration information is considered confidential pursuant to section 

2194 of the California Elections Code.  However some voter registration information, including 

voter history, can be applied for and purchased pursuant to sections 2188 and 2194 of the 

California Elections Code, as well as California Code of Regulations, title 2, section 19001, et 

seq. , These statutes and code sections require, among other things the submittal of an application 

form and in order to receive voter registration information. Please fill out the attached voter 

registration information application and email it to josiemorales@co.imperial.ca.us  and pay the 

requisite fee as detailed in Imperial County Ordinance 2.16.070.  

 

 The ROV’s response to each request is as follows: 

 

1. “Provide those documents identifying, by date, time and means, all synchronization 

transmissions between the California Secretary of State and the county Registar of 

Voters.” 

 

The ROV does not possess records that contains all of the information requested. However, 

the ROV will make available the Statement of Registration Certifications which it completed for 
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the 2020-2021 schedule in accordance with County Clerk/Registrar of Voters (“CCROV”) 

Memorandum #19135. 

 

2. “Provide those documents with the results of each synchronization transmission between 

the California Secretary of State and the county Registar of Voters, by number of 

registrants confirmed as valid, and those that are identified as invalid.” 

 

The ROV does not possess records responsive to this request.  

 

3. “Provide those documents which reflect notifications from the Secretary of State 

requesting or directing modifications to a voter’s registration record between September 

1, 2020 and November 15, 2020.” 

 

The ROV possesses records responsive to this request. As mentioned above, voter 

registration information is confidential and cannot be disclosed except as specified in Elections 

Code section 2194. To receive voter registration data, please fill out the attached application, 

send a completed application to josiemorales@co.imperial.ca.us, and pay the requisite fee as 

detailed in Imperial County Ordinance 2.16.070. 

 

4. “Provide those documents that reflect, in summary form, the modifications to the voter 

registration record, by date, time, and by any unique voter registration number or name 

of voter, for those records modified between September 1, 2020 and November 15, 

2020.”  

 

The ROV possess records responsive to this request. As mentioned above, voter registration 

information is confidential and cannot be disclosed except as specified in Elections Code section 

2194. To receive voter registration data, please fill out the attached application, send a completed 

application to josiemorales@co.imperial.ca.us, and pay the requisite fee as detailed in Imperial 

County Ordinance 2.16.070. 

 

5. “Provide those documents identifying where, by geographic location, ballots were 

counted in the County between October 15, 2020, through November 30, 2020.” 

 

The ROV counted ballots in its department at the Imperial County Administration Building 

located at 940 Main Street, Suite 206, El Centro, California 92243.  

 

6.  “Provide those documents, i.e., logs, narratives of inspection, created between 

 September 1, 2020 and November 15, 2020 reflecting “Active management (inventory, 

tracking, and correction) of all software on the network so that only authorized software 

is installed and can execute” took place in compliance with 2 CCR § 19064(c)(2).” 

 

Records that describe potential vulnerabilities and the ROV’s resolution of such risks are 

exempt from disclosure pursuant to Government Code section 6254(aa), 6254.19 and 6255 and 

Title 2 California Code of Regulations section 19064.  
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7.  “Provide those documents, i.e., logs, narratives of inspection, created between 

 September 1, 2020 and November 15, 2020 reflecting “active management (tracking, 

reporting, and correction) of the security configuration of laptops, servers, and 

workstations in order to prevent attackers from exploiting vulnerable services and 

settings” took place in compliance with 2 CCR § 19064(c)(3).” 

 

Records that describe potential vulnerabilities and the ROV’s resolution of such risks are 

exempt from disclosure pursuant to Government Code section 6254(aa), 6254.19 and 6255 and 

Title 2 California Code of Regulations section 19064.  

 

8. “Provide those documents, i.e., logs, narratives of inspection, created between 

 September 1, 2020 and November 15, 2020 reflecting “Active management (tracking, 

control, and correction) of the ongoing operational use of ports, protocols, and services 

on networked devices in order to minimize vulnerabilities available for attack” took 

place in compliance with 2 CCR § 19064(c)(9).” 

 

Records that describe potential vulnerabilities and the ROV’s resolution of such risks are 

exempt from disclosure pursuant to Government Code section 6254(aa), 6254.19 and 6255 and 

Title 2 California Code of Regulations section 19064.  

 

9. “Provide the log files for all data traffic, including connection requests accepted and 

refused, between the county’s election information file and any other location  between 

 September 1, 2020 and November 15, 2020.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code section 6254(aa), 6254.19 and 6255 and 2 California Code of Regulations 

section 19064.  

 

10. “Provide those documents, i.e., logs, narratives of inspection, created between 

 September 1, 2020 and November 15, 2020 reflecting “ Tracking, controlling, 

preventing, and correcting the security use of wireless local area networks, access points, 

and wireless client systems” which took place in compliance with 2 CCR § 

19064(c)(15).” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code section 6254(aa), 6254.19 and 6255 and 2 California Code of Regulations 

section 19064.  

 

11.  “Provide those documents, i.e., logs, narratives of inspection, created between 

 September 1, 2020 and November 15, 2020 reflecting the inventory and identification of 

all wireless connections in the County’s ballot processing location.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code section 6254(aa), 6254.19 and 6255 and 2 California Code of Regulations 

section 19064.  
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12. “Provide those documents, i.e., logs, narratives of inspection, created between 

 September 1, 2020 and November 15, 2020 reflecting the inventory and identification of 

all wireless-capable devices in the County’s ballot processing location.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code section 6254(aa), 6254.19 and 6255 and 2 California Code of Regulations 

section 19064.  

 

13. “Provide those documents, identifying by serial number, MAC address, device, and 

location, and the custodian of, all wireless-capable devices in the County’s ballot 

processing location between November 2, 2020 and November 13, 2020.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code section 6254(aa), 6254.19 and 6255 and 2 California Code of Regulations 

section 19064.  

 

14. “Provide those documents, reflecting any incident response infrastructure (e.g., plans, 

defined roles, training, communications, and management oversight) operational prior to 

October 15, 2020, which took place in compliance with 2 CCR § 19064(c)(19).” 

 

The ROV is in possession of records responsive to this request. Please see the attached 

“Office of Election Cybersecurity Crisis Communications Plan” from the California Secretary of 

State, Office of Elections. Additionally, please find attached CCROV Memorandum #19084 

from the Secretary of State, Office of Election Cybersecurity dated September 20, 2019 re: 

Primary Election: Recommendations of Minimizing Cyber Risk. 

 

15. “Provide those documents, reflecting training on any incident response infrastructure 

(e.g., plans, defined roles, training, communications, and management oversight) prior to 

October 15, 2020.” 

 

The ROV is in possession of records responsive to this request. Please see the attached 

“Office of Election Cybersecurity Crisis Communications Plan” from the California Secretary of 

State, Office of Elections. Additionally, please find attached County Clerk/Registrar of Voters 

(“CCROV”) Memorandum #19084 from the Secretary of State, Office of Election Cybersecurity 

dated September 20, 2019 re: Primary Election: Recommendations of Minimizing Cyber Risk. 

 

16. “Provide those documents, reflecting roles on any incident response infrastructure (e.g., 

plans, defined roles, training, communications, and management oversight) prior to 

October 15, 2020.” 

 

The ROV is in possession of records responsive to this request. Please see the attached 

“Office of Election Cybersecurity Crisis Communications Plan” from the California Secretary of 

State, Office of Elections. Additionally, please find attached County Clerk/Registrar of Voters 

(“CCROV”) Memorandum #19084 from the Secretary of State, Office of Election Cybersecurity 

dated September 20, 2019 re: Primary Election: Recommendations of Minimizing Cyber Risk. 
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17. “Provide those documents, reflecting communications on any incident response 

infrastructure (e.g., plans, defined roles, training, communications, and management 

oversight) prior to October 15, 2020.” 

 

The ROV is in possession of records responsive to this request. Please see the attached 

“Office of Election Cybersecurity Crisis Communications Plan” from the California Secretary of 

State, Office of Elections. Additionally, please find attached County Clerk/Registrar of Voters 

(“CCROV”) Memorandum #19084 from the Secretary of State, Office of Election Cybersecurity 

dated September 20, 2019 re: Primary Election: Recommendations of Minimizing Cyber Risk. 

 

18. “Provide those documents, reflecting management oversight on any incident response 

infrastructure (e.g., plans, defined roles, training, communications, and management 

oversight) prior to October 15, 2020.” 

 

The ROV is in possession of records responsive to this request. Please see the attached 

“Office of Election Cybersecurity Crisis Communications Plan” from the California Secretary of 

State, Office of Elections. Additionally, please find attached County Clerk/Registrar of Voters 

(“CCROV”) Memorandum #19084 from the Secretary of State, Office of Election Cybersecurity 

dated September 20, 2019 re: Primary Election: Recommendations of Minimizing Cyber Risk. 

 

19. “Provide those documents reflecting the identity of each person that has accessed the 

routers for the county’s EMS and election information systems between October 15, 2020 

and November 13, 2020.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code sections 6254(c), 6254(aa), 6254.19 and 6255 and 2 California Code of 

Regulations section 19064. 

 

20. “Provide those documents which identify all persons, not permanently employed by the 

County, who accessed servers or routers of the EMS and election information system 

between October 15, 2020 and November 14, 2020.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code sections 6254(c), 6254(aa), 6254.19 and 6255 and Title 2 California Code of 

Regulations section 19064. 

 

21. “Provide documents which identify all persons authorized by the county who accessed 

servers or routers of the EMS and election information system between October 15, 2020 

and November 14, 2020.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code sections 6254(c), 6254(aa), 6254.19 and 6255 and Title 2 California Code of 

Regulations section 19064. 

 

/// 

/// 
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22. “Provide those documents which identify all persons with USB or ‘flash drives’ that were 

allowed access to any location where votes were tallied or processed in the County.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code sections 6254(c), 6254(aa), 6254.19 and 6255 and Title 2 California Code of 

Regulations section 19064. 

 

23. “Provide those documents which identify all persons with sign-on authentication 

authorization as a direct user to the county's EMS and election information system 

between September 15, 2020 and December 1, 2020.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code sections 6254(c), 6254(aa), 6254.19 and 6255 and Title 2 California Code of 

Regulations section 19064. 

 

24. “Provide the log files for the county's EMS and election information system with entries 

between September 15, 2020 and December 1, 2020.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code sections 6254(c), 6254(aa), 6254.19 and 6255 and Title 2 California Code of 

Regulations section 19064. 

 

25. “Provide those documents or records reflecting a network topology plan or map 

referencing the devices attached each other device within the county's EMS and election 

information system.” 

 

This request seeks information security records that are exempt from disclosure pursuant to 

Government Code sections 6254(c), 6254(aa), 6254.19 and 6255 and Title 2 California Code of 

Regulations section 19064. 

 

26. “Provide those documents or records reflecting the log monitoring tools used to send 

real-time alerts and notifications.” 

 

The ROV does not possess records responsive to this request.   

 

27. “Provide the “real-time alerts and notifications”, as referenced in 2 CCR 19064(e)(3) 

sent between September 1, 2020 through December 10, 2020.” 

 

The ROV does not possess records responsive to this request.   

 

28. “Provide those documents or records reflecting review, at any time, of “any errors, 

abnormal activities, and any system configuration changes”, identified between 

September 1, 2020 through December 10, 2020.” 

 

The ROV does not possess records responsive to this request.   
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29. “Provide those documents which reflect “any errors” in the county's EMS and election 

information system identified between September 1, 2020 through December 10, 2020.”  

 

The ROV does not possess records responsive to this request.   

 

30. “Provide those documents which reflect “abnormal activities” in the county's EMS and 

election information system identified between September 1, 2020 through December 10, 

2020.” 

 

The ROV does not possess records responsive to this request.   

 

31. “Provide those documents which reflect “system configuration changes” in the county's 

EMS and election information system identified between September 1, 2020 through 

December 10, 2020.” 

 

The ROV does not possess records responsive to this request.   

 

32. “Provide those documents which reflect “unauthorized use” in the county's EMS and 

election information system identified between September 1, 2020 through December 10, 

2020.” 

 

The ROV does not possess records responsive to this request.   

 

33. “Provide those documents which reflect “suspected breach” in the county's EMS and 

election information system identified between September 1, 2020 through December 10, 

2020.” 

 

The ROV does not possess records responsive to this request.   

 

34. “Provide those documents which reflect “denial of service attack ” in the county's EMS 

and election information system identified between September 1, 2020 through December 

10, 2020.” 

 

The ROV does not possess records responsive to this request.   

 

35.  “Provide those documents reflecting a report to the Secretary of State Elections Division 

Help Desk of a “detected unauthorized use, suspected breach, or denial of service 

attack” between September 1, 2020 through December 10, 2020, as required under 2 

CCR 19064 (g).” 

 

The ROV does not possess records responsive to this request.   

/// 

/// 

/// 

/// 

/// 
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36. “All records reflecting change in registration status submitted to the statewide voter 

system by the county due to felony status processed between September 1, 2020, and 

November 10, 2020.” 

 

The ROV possesses records responsive to this request. As mentioned above, voter 

registration information is confidential and cannot be disclosed except as specified in Elections 

Code section 2194. To receive voter registration data, please fill out the attached application, 

send a completed application to josiemorales@co.imperial.ca.us, and pay the requisite fee as 

detailed in Imperial County Ordinance 2.16.070. 

 

37. “All records reflecting change in registration status submitted to the statewide voter 

system by the county due to federal felony status processed between September 1, 2020, 

and November 10, 2020.” 

 

The ROV’s responsive records do not identify whether the change in registration status is due 

to a state versus a federal felony.  As mentioned above, voter registration information is 

confidential and cannot be disclosed except as specified in Elections Code section 2194. To 

receive voter registration data, please fill out the attached application, send a completed 

application to josiemorales@co.imperial.ca.us, and pay the requisite fee as detailed in Imperial 

County Ordinance 2.16.070. 

 

38. “All records reflecting change in registration status submitted to the statewide voter 

system by the county due to county death records reflecting voter to be deceased 

processed between September 1, 2020, and November 10, 2020.”  

 

The ROV possesses records responsive to this request. As mentioned above, voter 

registration information is confidential and cannot be disclosed except as specified in Elections 

Code section 2194. To receive voter registration data, please fill out the attached application, 

send a completed application to josiemorales@co.imperial.ca.us, and pay the requisite fee as 

detailed in Imperial County Ordinance 2.16.070. 

 

39. “All records reflecting the total cancellations directed by the Secretary of State 

processed by the county between September 1, 2020, and November 10, 2020.” 

 

The ROV possesses records responsive to this request. As mentioned above, voter 

registration information is confidential and cannot be disclosed except as specified in Elections 

Code section 2194. To receive voter registration data, please fill out the attached application, 

send a completed application to josiemorales@co.imperial.ca.us, and pay the requisite fee as 

detailed in Imperial County Ordinance 2.16.070. 

 

40. “All records reflecting searches of county felony records between September 1, 2020, 

and November 10, 2020.” 

 

The ROV does not possess records responsive to this request.  
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41. “All records reflecting searches of county death records between September 1, 2020, and 

November 10, 2020.” 

 

The ROV does not possess records responsive to this request.  

  

42. “All records reflecting county searches of DMV Change of Address (DMV COA) between 

September 1, 2020, and November 10, 2020.” 

 

The ROV does not possess records responsive to this request.   

 

43. “All records reflecting total submissions by changes in the registration record to the 

statewide voter registration system in accordance with Section 19061, between 

September 1, 2020, and November 10, 2020.” 

 

The ROV possesses records responsive to this request. As mentioned above, voter 

registration information is confidential and cannot be disclosed except as specified in Elections 

Code section 2194. To receive voter registration data, please fill out the attached application, 

send a completed application to josiemorales@co.imperial.ca.us, and pay the requisite fee as 

detailed in Imperial County Ordinance 2.16.070 

 

44. “Those documents reflecting the dates of certifications of information provided to the 

Secretary of State according to 2 CCR § 19086(b).” 

 

The ROV is in possession of documents responsive to this request.  Please see attached the 

Statement of Registration Certifications which it completed for the 2020-2021 schedule in 

accordance with County Clerk/Registrar of Voters (“CCROV”) Memorandum #19135. 

 

45.  “Those documents reflecting the date of generation of the official list extract from the 

statewide voter registration system for the purpose of conducting the 2020 General 

Election.” 

 

The date of generation of the official list extract from the statewide voter registration system 

for the purpose of conducting the 2020 General Election is October 23, 2020.  

 

46. “Those documents reflecting the date of each subsequent or supplemental rosters, after 

the initial roster for the purpose of conducting the 2020 General Election.” 

 

The ROV does not possess records responsive to this request.  

 

47. “All certifications executed by any county election official for the November 3, 2020 

General Election.” 

 

The ROV possesses records responsive to this request. Please see attached the Certified 

Results of the November 3, 2020 General Election.  
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48. “The number of ballots determined by the county through adjudication for the November 

3, 2020 election.” 

 

The ROV staff is diligently reviewing its records to provide the number of ballots 

determined by the County of Imperial through adjudication for the November 3, 2020 

General Election. The ROV intends to provide you with this information once it becomes 

available.   

 

49. “All ballots duplicated by the county through adjudication for the November 3, 2020 

election.” 

 

2,096 ballots were duplicated for the 2020 General Election. To the extent this request seeks 

production of the actual ballots themselves, such records are exempt from disclosure pursuant to 

Government Code sections 6254(k) and 6255, the California Constitution, article II, Section 7, 

and Elections Code sections 15370 (after ballots are counted and sealed, the elections official 

may not open any ballots nor permit any ballots to be opened), 15630 (all ballots, whether voted 

or not, and any other relevant material, may be examined as part of any recount if the voter filing 

the declaration requesting the recount so requests) and 17302 (packages containing ballots and 

identification envelopes shall be kept by the elections official, unopened and unaltered, for six 

months from the date of the election).   

 

50.  “Those documents that identify the records of ballots duplicated for the November 3, 

2020 election.” 

 

The ROV possesses records responsive to this request. Please see the attached Duplicate 

Logs that were filled out for each duplicated ballot by precinct.  To the extent this request seeks 

production of the actual ballots themselves, such records are exempt from disclosure pursuant to 

Government Code sections 6254(k) and 6255, the California Constitution, article II, Section 7, 

and Elections Code sections 15370 (after ballots are counted and sealed, the elections official 

may not open any ballots nor permit any ballots to be opened), 15630 (all ballots, whether voted 

or not, and any other relevant material, may be examined as part of any recount if the voter filing 

the declaration requesting the recount so requests) and 17302 (packages containing ballots and 

identification envelopes shall be kept by the elections official, unopened and unaltered, for six 

months from the date of the election).   

 

51. “Those documents that identify the records of ballots adjudicated for the November 3, 

2020 election.” 

 

The ROV does not possess records responsive to this request.  

 

52. “Those documents that identify the records of changes to ballots made for the November 

3, 2020 election.” 

 

The ROV intends to comply with the above request and would like further clarification on 

what you seek in order to provide a meaningful response. Please contact me so that we can work 

together to clarify your request pursuant to Government Code section 6253.1. 
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53. “All correspondence, whether such correspondence occurred by physical letter, email, 

text message, with any person employed by or affiliated with Dominion Voting Systems, 

Inc. between April 1, 2019 through December 10, 2020.” 

 

 Please be informed that the California Supreme Court has held that even a clearly-framed 

public records request which requires an agency to search an enormous volume of data for a 

“needle in a haystack” or, conversely, a request which compels the production of a huge volume 

of material may be objectionable as unduly burdensome.  See California First Amendment 

Coalition v.  Superior Court of Sacramento (1998) 67 Cal.App.4th 159, 166; American Civil 

Liberties Union Foundation v. Deukmejian (1982) 32 Cal. 3d 440, 463;  Rosenthal v. Hansen 

(1973) 34 Cal. App. 3d 754, 761;  64 Ops. Cal. Atty. Gen. 186, 190;  9 Witkin Cal. Proc. Admin 

Proc § 5.  Notwithstanding, the ROV will comply with this request, but would like to work with 

you in narrowing your request so that the ROV can provide you with a meaningful response.  

Please contact me so that we can work together to clarify your request pursuant to Government 

Code section 6253.1 

 

54. “All correspondence, whether such correspondence occurred by physical letter, email, 

text message, with any person employed by or affiliated with the California Secretary of 

State’s Office of Voting Systems Technology Assessment between April 1, 2019 through 

December 10, 2020.” 

 

 Please be informed that the California Supreme Court has held that even a clearly-framed 

public records request which requires an agency to search an enormous volume of data for a 

“needle in a haystack” or, conversely, a request which compels the production of a huge volume 

of material may be objectionable as unduly burdensome.  See California First Amendment 

Coalition v.  Superior Court of Sacramento (1998) 67 Cal.App.4th 159, 166;  American Civil 

Liberties Union Foundation v. Deukmejian (1982) 32 Cal. 3d 440, 463;  Rosenthal v. Hansen 

(1973) 34 Cal. App. 3d 754, 761;  64 Ops. Cal. Atty. Gen. 186, 190;  9 Witkin Cal. Proc. Admin 

Proc § 5.  Notwithstanding, the ROV will comply with this request, but would like to work with 

you in narrowing your request so that the ROV can provide you with a meaningful response.  

Please contact me so that we can work together to clarify your request pursuant to Government 

Code section 6253.1 

 

55. “All electronic documents containing the phrase ‘Image Cast Remote 5.10’.” 

 

 The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.   

 

56. “All electronic documents containing the phrase ‘Image Cast Remote 5.10A’.” 

 

  The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.   

 

//// 
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57.  “All electronic documents containing the phrase ‘Image Cast Remote 5.2’.” 

 

  The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.   

 

58. “All electronic documents containing the phrase ‘Suite 5.10A.’” 

 

 The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.   

 

59. “All electronic documents containing the phrase ‘Suite 5.10’.” 

 

The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.   

 

60. “All electronic documents containing the phrase ‘Suite 5.2’.” 

 

 The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.     

 

61.  “All electronic documents containing the phrase ‘ImageCast Evolution 5.10.9.3’.” 

 

 The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.   

 

62. “All electronic documents containing the phrase ‘ImageCast ICX 5.10.11.11.’.” 

 

 The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.    

 

63. “All electronic documents containing the phrase ‘Eric Coomer’.” 

 

  The ROV is diligently reviewing its electronic records to determine whether it possesses 

documents containing the above phrase. The ROV intends to provide you with those documents 

if and when they become available.   

 

Due to Imperial County declaring a State of Emergency and recent events involving the 

County’s response to COVID-19, our response times for public records act requests during 

this time will be delayed. We will, however, diligently process any pending requests in 

accordance with Govt. Code §6253.  
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With this preface, County of Imperial staff are currently searching to identify, compile in 

a compatible electronic format, review for pertinent exemptions, potentially redact, and finally 

produce the requested records as soon as possible. We anticipate being able to send you 

responsive records promptly under the circumstances.  Thank you for your patience. 

If you have any questions regarding this response, please contact me at (442) 265-1140.  

 

Sincerely, 

 

 

ADAM G. CROOK 

COUNTY COUNSEL 

 

 

By:  Faye Winkler 

Deputy County Counsel 

 

 

 

Encl. 















ALEX PADILLA | SECRETARY OF STATE | STATE OF CALIFORNIA 
ELECTIONS DIVISION 
1500 11th Street, 5th Floor, Sacramento, CA 95814 | Tel 916.657.2166 | Fax 916.653.3214 | www.sos.ca.gov
 

September 20, 2019 

County Clerk/Registrar of Voters (CC/ROV) Memorandum # 19084 

TO: All County Clerks/Registrar of Voters 

FROM:  Jerry Jimenez 
Public Information Officer, Office of Election Cybersecurity 

RE: Primary Election: Recommendations of Minimizing Cyber Risk 

As part of the ongoing process to protect our elections, the California Secretary 
of State’s office has developed a “Recommendations for Minimizing Cyber Risk” 
document, which election officials are encouraged to share with political parties, 
committees and candidates. 

The recommendations included in the document are intended to reduce the 
likelihood and severity of cyberattacks in the March 3, 2020, Presidential Primary 
Election. 

To help protect the integrity of our elections, the Secretary of State’s office is 
requesting that you provide the document to candidates during the: 

• Signatures-in-Lieu of Filing Fees Period (Sept. 12 – Nov. 6, 2019)

• Declaration of Candidacy and Nomination Period (Nov. 11 – Dec. 6, 2019)

The “Recommendations for Minimizing Cyber Risk” document is attached here, 
along with an order form for requesting copies. 

Your assistance in distributing this information will go a long way in maintaining 
public trust in our elections and minimizing the risk of cyber threats. 

If you have questions, please feel free to contact me at (916) 695-1654 or 
jjimenez@sos.ca.gov. 



“Recommendations for Minimizing Cyber Risk” Order Form 

County:  

Contact Name: 

Street Address: 

City, State & Zip: 

Email: 

Phone:  

Quantity: 

Return completed order form to: 

Secretary of State 
1500 11th Street, Sixth Floor 

Sacramento, CA 95814 
ATTN: Jerry Jimenez 

or by email to: 
Jjimenez@sos.ca.gov 

Contact Information

   

Print Submit



Recommendations for Minimizing Cyber Risk

Political parties, candidates and elections administrators cannot be alone in the fight against malicious 
actors who seek to undermine our elections. As political campaigns and organizations are targets of 
cyber threats, they too have a role and responsibility in defending our democracy. Your actions are 
critical in maintaining public trust in our elections and minimizing the threat of cyber incidents.

As an integral part of protecting our democracy, I wish to remind you to take preventative measures 
to reduce the likelihood and severity of cyber incidents.

Recognized best practices for minimizing risk: 

 
(1)   Establish an information security framework that allows your team to identify threats, create  		
        safeguards, detect incidents, respond quickly, and recover with resilience;

(2)   Control access to data and information systems; monitor vendors, contractors, and employees; 	
        and know what your users are doing with your data;

(3)   Beware of social engineering attempts, such as phishing emails, aimed at acquiring 
        confidential or personal information from phone, email or other communications;

(4)   Educate your employees and volunteers on cybersecurity best practices, including how 		           	
        to recognize a phishing email, creating and maintaining strong passwords or passphrases, 
        utilizing two-factor authentication, and avoiding dangerous applications;

(5)   Ensure your software and hardware security is up to date and properly configured;

(6)   Monitor user activity;

(7)   Back up your data;

(8)   Run regular security audits, assessments, and penetration testing; and

(9)   Monitor social media for false or misleading election information. Report such posts to social 		
        media platforms and the California Secretary of State’s Office of Election Cybersecurity at 
        cybersecurity.sos.ca.gov.



Other resources:

•       Harvard Kennedy School’s Belfer Center for Science and International Affairs published 
         The Cybersecurity Campaign Playbook in 2018, which provides information and strategies 
         for keeping campaigns secure.

•      The Department of Homeland Security’s (DHS) Cybersecurity and Infrastructure Security 		
        Agency (CISA) provides services such as cybersecurity assessments, detection and prevention 		
        of threats, and information sharing and awareness. 
         https://www.dhs.gov/cisa/election-security.

•      The Global Cyber Alliance (GCA) offers several free toolkits to help election officials mitigate 		
        cyber risks. https://gcatoolkit.org/elections/.

If you detect suspicious activity:

In the event you observe or detect any suspicious activity, please alert law enforcement officials im-
mediately and please contact my office with any important information. As a reminder, state law re-
quires any entity that has access to voter data from the Secretary of State’s office to report a breach 
of this information to our office as quickly as possible.

Should you have any questions or desire additional information, please feel free to contact Susan 
Lapsley of my office at (916) 695-1662 or slapsley@sos.ca.gov.

Sincerely,

Alex Padilla
California Secretary of State
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Overall
The California Secretary of State’s Office is the official statewide, nonpartisan agency dedicated to safe 
and fair elections. 

As the official source of election information, the California Secretary of State’s priority first and foremost 
is to ensure casting your vote is safe, secure and as easy as possible.

In California, Vote-by-mail ballots will be counted as long as they are postmarked on or before Election Day 
and received by your county elections office no later than 17 days after Election Day.  

If you are not sure your vote-by-mail ballot will arrive in time if mailed, bring it to any polling place in the state 
between 7:00 a.m. and 8:00 p.m. on Election Day. 

All valid vote-by-mail ballots are counted in every election in California, regardless of the outcome or 
closeness of any race. For additional information on how and when ballots are verified and tabulated, please 
visit our description of how the official canvass of the vote is completed.

VBM Security
Talking Points:

We count the first ballot we receive from any voter, so every vote is counted once.

Vote-by-mail ballots use specific paper-types that are made by the government, and have unique watermarks.

All vendors who print ballots must be certified by the state.

Every vote-by-mail ballot return envelope has a unique barcode that elections officials scan - ballots cannot 
be returned in a different envelope. 

Vote-by-mail ballots can only be delivered to the address on your voter registration. The cannot be forwarded 
by the United States Postal Service.

California County Elections Officials check each and every vote-by-mail ballot. 

California is an expert in vote-by-mail. In fact, voting-by-mail has been common in California for over 40 years.

When your vote-by-mail ballot is received by your county elections official, your signature on the return 
envelope will be compared to the signature on your voter registration card to ensure they match. 

If the signature on your ballot does not match the signature we have on file, we will get in touch with you to 
make sure your vote is counted. 

To preserve the secrecy of your ballot, the ballot will then be separated from the envelope, and then it will 
be tallied.

Topline Messaging
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Election Night Results
Steps:
1.     Set expectations about Election Results early.

2.     Replace broad messaging that results will be delayed with clear frameworks about when results are likely 	
        to be called. It will be helpful to think through which results and races are likely to be known on Election   		
        Night, because more specificity is better.

3.     Use consistent and redundant messaging to ensure the ideas sink in.

Talking Points:
We’re going to know a lot on election night - some and maybe all the statewide outcomes – but it will take 
time to count the unprecedented number of vote-by-mail this year. It’s quite possible we won’t know some 
outcomes until later in November.

Election Results will begin to become available after all polling locations close on Election Night. You can 
find election results after the close of the polls at ElectionResults.sos.ca.gov.

Counties have until December to finish counting their ballots. We will verify the results on December 11th.

Election results are always “unofficial” on election night. County elections officials have 30 days to complete 
their vote count and post-election auditing.

The pandemic has reshaped the ways Americans will be able to vote safely, we expect more voters to vote-
by-mail than ever before.

This may affect the speed of the vote, but not the ultimate certification deadline.

County elections officials need to send their count for the presidential race to the Secretary of States by 12/5.
And the CA Secretary of State needs to certify those results by 12/11.

Counties take this time to verify every vote that comes in so every legitimate vote counts, and only counts once.

Topline Messaging
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Quick Tips
1. Investigate breath and severity of issue 

2. Draft response using framework above and alert State to situation

3. If you choose to respond, choose the channel best suited
	 Social media - best for quick answers & amplification
	 Email - best for direct contact to impacted voters
	 Website - best when used in conjunction with other options/or issue was resolved without 		
	 amplification needed
	 Media - best for amplification of resolution

4. Investigate issue further and determine issue and how it was resolved

5. Continue to update your chosen channel with updates 

6. If issue grows in severity, enlist state and partner support for amplification

7. If Issue becomes a matter of denigrating trust in elections, State involvement is warranted

8. Note issue as RESOLVED in internal and external channels with resolution is confirmed

Every statement should include these 
three components

Topline Messaging

Crisis-specific Messaging

Call to Action

Sample Language

Election security is our top priority
We work to ensure your vote counts
As a registered voter, you have rights 
Beware of messages that are emotional 
or try to dissuade you from voting

Pandemic
Civic Unrest
Natural Disaster
Power/System Outages
Voter Fraud Accusations
Post-Election Day

Go to [website] for live updates
Track your ballot at WheresMyBallot.sos.ca.gov
Report Misinformation at VoteSure@sos.ca.gov
Get accurate election information from your 
official, nonpartisan election source

Office of Election Cybersecurity: Crisis Communications Plan 5

Messaging Framework



Priority Definitions

Low Priority
Does not undermine the perceived integrity of the election and/or does not have impact outside 
immediate location/incident

Checklist: 

Log incident in tracker; alert appropriate internal stakeholders
Assess need for updated talking points, statement, social or website content
Log questions as received to ensure prompt and appropriate response
Respond to questions as if/received; no need to proactively respond
Monitor to ensure incident does not escalate

Medium Priority
Potentially undermines the perceived integrity of the election and/or potentially has impact outside 
immediate location/incident

Checklist:

Log incident in tracker; alert appropriate internal stakeholders
Assess need for updated talking points, statement, social or website content
Ensure coordination and alignment with state or other partners (i.e.  police)
Log questions as received to ensure prompt and appropriate response
Respond to questions as received; assess need to proactively respond more broadly (i.e. media 
statement, press conference, round table)
Monitor to ensure incident does not escalate

High Priority
Undermines the perceived integrity of the election and/or has impact outside immediate location/
incident

Checklist:

Log incident in tracker; alert appropriate internal stakeholders
Assess need for updated talking points, statement, social or website content
Ensure coordination and alignment with state or other partners (i.e.  CISA, DHS, FBI)
Log questions as received to ensure prompt and appropriate response
High-volume of queries may require a media statement, press conference or roundtable
Monitor Incident

Crisis Communications
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Low  
Local, easily resolved.

Local Elected Official 
social media hacked

Local responsibility, State 
awareness
Develop holding statement 
on issue and resolution
Be prepared to answer 
questions if they come

[Channel] is currently up and 
running! Earlier today [this 
channel] was compromised. 
We have worked with [rele-
vant agencies] to [brief expla-
nation of resolution] and you 
can rest assured [channel] is 
now safe and up-to-date!

PRIORITY
DESCRIPTION FOR TOPIC

POTENTIAL SCENARIO(S)

COMMUNICATIONS PROTOCOL

MESSAGING

Medium 
Local w/ potential for spread, 
requires multiple parties to 
resolve.

Single social media 
platform hacked
County website hack
County Registrar social 
media hacked

Local responsibility with 
possible State amplifica-
tion
Develop holding statement 
on issue and resolution
Be prepared to answer 
questions if they come
Depending on breadth of 
issue, push out statement 
on secure channels

We have been alerted to 
[cyber incident] impacting 
[Region]. We are working 
with [relevant intelligence 
agencies] to investigate the 
threat and identify its im-
pact. There’s no indication 
or evidence at this time that 
[primary concern] has been 
compromised. We will update 
this [channel] with additional 
information as we receive it.

High 
Widespread, threatens integrity of 
election in its very nature.

Statewide website hack 
Statewide communications 
channels compromised/used
Local or County database hack 
(w/ statewide spread)
Foreign actor involvement

Local & State responsibility 
Develop holding statement on 
issue and resolution
Be prepared to answer ques-
tions if they come
Alert media and partners
Push out statement on secure 
channels

ATTENTION: [Platform/Channel] 
is currently compromised. We are 
working with {relevant agencies] 
to investigate and resolve the 
issue and will update this [thread/
channel] with additional infor-
mation as we receive it. Election 
security is our top priority, [differ-
ent channel] is currently safe and 
secure. 
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Low  
Health concern that increase 
complaints.

Lack of mask wearing 
(peaceful)

Crowding 

Local responsibility, State 
awareness
Closely monitor
Proactive messaging 
about COVID protocol
Elevate if major disruption 
occurs

This is a reminder that all 
Californian’s heading to the 
polls today should maintain 
6 feet of space from fellow 
voters. If you forgot your mask 
at home, your polling place 
will provide you one! Or make 
sure you have a place socially 
distant enough to vote. You 
can always skip the line by 
turning in your completed 
vote-by-mail ballot and follow 
safety procedures. Don’t take 
any chances! Wear a mask 
and keep you and your neigh-
bors safe.

Topic: Pandemic

PRIORITY
DESCRIPTION FOR TOPIC

POTENTIAL SCENARIO(S)

COMMUNICATIONS PROTOCOL

MESSAGING

Medium 
Health concern that makes it 
more difficult for individuals 
to cast ballots.

Shortage of poll workers 
because several call in 
sick resulting in long lines 
or polling places closed

Local responsibility, possi-
ble State amplification
Closely monitor
Proactive messaging 
about COVID protocol
Elevate if major disruption 
occurs

This is a reminder that all 
Californian’s heading to the 
polls today should maintain 
6 feet of space from fellow 
voters. If you forgot your mask 
at home, your voting location 
will provide you one! Or make 
sure you have a place socially 
distant enough to vote. You 
can always skip the line by 
turning in your completed 
vote-by-mail ballot, vote early 
at an early voting location, 
and follow safety procedures. 
Don’t take any chances! Wear 
a mask and keep you and your 
neighbors safe.

High 
Health concern that prevents indi-
viduals from casting ballots.

COVID-19 case at polling place 
causes polling place to shut 
down

Lack of mask wearing (un-
peaceful)

Local responsibility, State 
amplification
Closely monitor
Proactive messaging about 
COVID protocol
Assess impact of disruption 
and alternative voting options

Attention [relevant communi-
ty], [Polling Place] has just been 
closed down after a resident pre-
sented with COVID-19 symptoms. 
For a list of alternative polling 
places near you, visit [Website].  
If you voted at [Polling Place] 
at or after [XX:XX] PT, you may 
have been exposed. For a list of 
places to get your COVID-19 test, 
visit [website]. If you are present-
ing with any of the symptoms of 
COVID-19, consider dropping your 
vote-by-mail ballot at one of our 
secure, drop box locations.
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Topic: Pandemic
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Low  
Unrest that makes voters 
uneasy.

Protests outside polling 
place

Local responsibility with 
State awareness
Monitor the situation for 
escalation or evidence of 
active voter suppression
Proactive messaging on 
Voter Bill of Rights 

As a registered voter - you 
have rights.   If you believe 
you are  having your rights as 
a voter denied, call the Sec-
retary of State’s confidential 
toll-free Voter Hotline at (800) 
345-VOTE (8683). Your vote 
counts and your vote matters, 
follow the California Secretary 
of State for official informa-
tion about voting today.

Topic: Civic Unrest

PRIORITY
DESCRIPTION FOR TOPIC

POTENTIAL SCENARIO(S)

COMMUNICATIONS PROTOCOL

MESSAGING

Medium 
Unrest that might make voters 
feel unsafe.

Potential threat to voting 
mechanism

Local responsibility with 
possible state amplification
Monitor the situation for 
escalation or evidence of 
active voter suppression
Proactive messaging on 
Voter Bill of Rights 
Have statement prepared 
on safety and security of 
situation 

As a registered voter - you 
have rights.   If you believe 
you are  having your rights as 
a voter denied, call the Sec-
retary of State’s confidential 
toll-free Voter Hotline at (800) 
345-VOTE (8683). Your vote 
counts and your vote matters, 
follow the California Secretary 
of State for official information 
about voting today.

High 
Unrest that makes voters unsafe. 

Dangerous threat to polling 
place

Dangerous threat at polling 
place

Local and state responsibility
Closely monitor
Proactive messaging about 
threat/recommendation
Assess impact and propose 
alternative voting options
Amplify Voter Bill of Rights 
with paid media

ATTENTION: [Polling Place] is cur-
rently closed. [Entity] has received 
the following threat, and we are 
working with {relevant agen-
cies] to investigate and confirm 
the polling place is safe prior to 
reopening. For a list of alternative 
voting places, visit [website]. Your 
vote counts and your vote matters, 
follow the California Secretary of 
State for official information about 
voting today.
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Low  
Only local municipalities were 
impacted.

Nearly contained wildfire 
impacting one city, roads 
open

Local responsibility with 
State awareness
If applicable, proactive 
outreach to displaced 
voters.
Leverage social media to 
communicate with dis-
placed families.
Coordinate with state and 
local agency communi-
cations departments to 
share relevant information 
with people seeking public 
assistance.

If you are impacted by [natu-
ral disaster] but still want to 
vote, please review our [Voter 
Guide] on displaced voters 
for everything you need to 
know and contact your county 
elections office for additional 
details. As a reminder, you 
can always choose to mail in 
your ballot - as long as it is 
postmarked today, it will be 
counted. Voters can sign up 
for wheresmyballot.sos.ca.gov 
to track your ballot through 
the process!

Topic: Natural Disaster
PRIORITY
DESCRIPTION FOR TOPIC

POTENTIAL SCENARIO(S)

COMMUNICATIONS PROTOCOL

MESSAGING

Medium 
More than one municipality 
was impacted. 

Heatwave causing rolling, 
but anticipated, blackouts 
causing traffic

Local responsibility with 
possible State amplifica-
tion
If applicable, proactive out-
reach to displaced voters.
Leverage social media to 
communicate with dis-
placed families.
Coordinate with state and 
local agency communi-
cations departments to 
share relevant information 
with people seeking public 
assistance.

We are aware of [natural 
disaster] impacting [specific 
communities]. We are taking 
steps to make voting easier 
today for those impacted. You 
can visit [website] for resourc-
es you may need to safely cast 
your ballot.

High 
Statewide or large scale interrup-
tions. 

Destructive earthquake 
November 3rd

Roads closed or blocked

Local & state responsibility
Proactive outreach to impact-
ed voters
Leverage social media to 
communicate with displaced 
families.
Coordinate with state and 
local agency communications 
departments to share relevant 
information with people seek-
ing public assistance.
Amplify with paid media

Our hearts are with every Califor-
nian impacted by this natural di-
saster. We are doing everything in 
our power to make voting feasible 
this year. Please visit [website] for 
guidance on what impacted voters 
can do to safely cast their ballots.
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Low  
Disruption impacts a limited 
number of people for a short 
amount of time.

Single polling place power 
outage

Local responsibility, state 
awareness
Issue  statement on issue 
and those impacted di-
rectly to voters
Be prepared to answer 
questions if they come

[County] has been impacted 
by [system issue] and we are 
working hard to resolve the 
issue. Reminder, Californians 
can take advantage of any 
of the alternative drop off 
options for your vote-by-mail 
ballot. As long as your ballot 
is postmarked today, it will be 
counted. Voters can sign up 
for wheresmyballot.sos.ca.gov 
to track your ballot through 
the process!

Topic: Power/System Outages

PRIORITY
DESCRIPTION FOR TOPIC

POTENTIAL SCENARIO(S)

COMMUNICATIONS PROTOCOL

MESSAGING

Medium 
Disruption impacts multiple 
municipalities but is resolved 
within a reasonable amount of 
time. 

County faces series of 
rolling blackouts

Local responsibility, possi-
ble state amplification
Issue  statement on issue 
and those impacted direct-
ly to voters
Be prepared to answer 
questions if they come

[County] has been impacted 
by [system issue] and we are 
working hard to resolve the 
issue. Reminder, Californians 
can take advantage of any of 
the alternative drop off op-
tions for your vote-by-mail 
ballot. As long as your ballot 
is postmarked today, it will be 
counted. Voters can sign up 
for wheresmyballot.sos.ca.gov 
to track your ballot through the 
process!

High 
Disruption impacts several munic-
ipalities and lack of quick resolu-
tion instills fear.

Issue with e-poll books

Issue with election night 
results website

Local & state responsibility
Issue  statement on issue and 
those impacted directly to 
voters
Be prepared to answer ques-
tions if they come
Amplify with paid media

Your vote will be counted, period. 
We are working with [relevant 
agency] to address the issue with 
[power outage]. Voters can rest 
assured that as long as their ballot 
is cast today by 8:00PM, their vote 
will be counted. Voters should sign 
up for WheresMyBallot.sos.ca.gov 
to track their ballot and be sure. 
Vote-by-mail ballots postmarked 
on or before 8:00 p.m. on Election 
Day can arrive up to 17 days after 
Election Day and be counted.  
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Low  
Baseless accusations/human 
error. 

Poll Worker gives out 
inaccurate election infor-
mation

Local responsibility, possi-
ble state amplification
Draft holding  statement 
on issue and those im-
pacted directly to voters
Promote relevant security 
measures
Be prepared to answer 
questions if they come

California takes the integri-
ty of elections seriously. We 
have been alerted to the [In-
cident] in [respective county] 
and have involved [agency] 
to investigate further. Voters 
should rest assured that there 
are protections in place to 
prevent unlawful ballots from 
being cast, from unique bar-
codes on return envelopes to 
signature verification. 

Topic: Voter Fraud Accusations
PRIORITY
DESCRIPTION FOR TOPIC

POTENTIAL SCENARIO(S)

COMMUNICATIONS PROTOCOL

MESSAGING

Medium 
Perceived threat of suppres-
sion / people illegally voting.

USPS truck overturned or 
robbed
Ballot drop box interfer-
ence
Run out of ballots

Local responsibility, possi-
ble state amplification
Draft holding  statement on 
issue and those impacted 
directly to voters
Promote relevant security 
measures
Be prepared to answer 
questions if they come

California takes the integrity 
of elections seriously. We have 
been alerted to the [Inci-
dent] in [respective county] 
and have involved [agency] 
to investigate further. Voters 
should rest assured that there 
are protections in place to 
prevent unlawful ballots from 
being cast, from unique bar-
codes on return envelopes to 
signature verification. 

High 
Voters suppressed from / people 
illegally voting.

Illegal voting (evidence)
Issue with voter rolls

Local & state responsibility
Issue statement on problem 
and proactively 
Promote relevant security mea-
sures
Disseminate to media
Amplify with paid media

Every case brought to our atten-
tion is investigated by us and 
when necessary, a relevant intel-
ligence and/or law enforcement 
entity. We have been alerted to 
the [Incident] in [respective coun-
ty] and have involved [agency] to 
investigate further. 

Voters should rest assured that 
there are protections in place 
to prevent unlawful ballots from 
being cast, from unique barcodes 
on return envelopes to signature 
verification. 

All valid vote-by-mail ballots are 
counted in every election in Cali-
fornia, regardless of the outcome 
or closeness of any race.  
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Low  
 

Small number of ballots 
found in dumpsters on 
Election Day

Local responsibility, possi-
ble state amplification
Draft holding  statement 
on issue and those im-
pacted directly to voters
Monitor closely for spread
Be prepared to answer 
questions if they come

Votes are still being count-
ed! California works hard to 
make sure every vote counts 
and takes additional securi-
ty measures to be sure only 
legitimate votes count. We 
have been alerted to [inci-
dent] impacting [this county] 
and are working with respec-
tive authorities to resolve the 
issue. Counties have until 
December 5th to send us their 
results, and we will certify 
them on December 11th! For 
the most up-to-date election 
results, visit [Website]. 

Topic: Post-Election Day

PRIORITY
DESCRIPTION FOR TOPIC

POTENTIAL SCENARIO(S)

COMMUNICATIONS PROTOCOL

MESSAGING

Medium 

Statewide candidate 
claims victory before votes 
are counted
Election results website 
goes down

Local responsibility, possi-
ble state amplification
Draft holding  statement on 
issue and those impacted 
directly to voters
Promote resolution on oth-
er secure channels
Engage partners for ampli-
fication

Votes are still being count-
ed! California works hard to 
make sure every vote counts 
and takes additional securi-
ty measures to be sure only 
legitimate votes count.  Coun-
ties have until December to 
send us their results, and we 
will certify them on December 
11th! For the most up-to-date 
election results, visit [Web-
site]. 

High 

Candidate on presidential level 
claims victory before votes are 
counted
Civic unrest following election 
directed at registrars
Large error in ballots 

Local & state responsibility
Issue statement on problem 
and proactively respond
Promote accurate election 
news/information with 
partners
Disseminate to media
Amplify with paid media

Votes are still being counted! 
California works hard to make 
sure every vote counts and takes 
additional security measures to be 
sure only legitimate votes count. 
Candidates/causes may attempt 
to claim victory before we have 
final results because they want to 
discount your vote, but we work to 
make sure every vote counts once 
and only once. Counties have until 
December 5th to send us their 
results, and we will certify them 
on December 11th! For the most 
up-to-date election results, visit 
[Website]. 
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October 19th
Last day to register online

October 20th-November 3rd
Conditional registration available

November 3rd
Last day to vote
Polls open from 7AM - 8PM 
Election Night Results will start being made available at 8PM

December 5th
Counties send results for presidential race to Secretary of State.

December 11th
CA Secretary of State certified those results.

Key Dates
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False voter identification
requirements are spreading 
online

Congestion is causing 
polling places to turn 
voters away

Allegations of fraudulent 
voting

Claims of vote count 
improprieties

Holding Statements

D3P HOLDING STATEMENTS
The voter verification requirements in [JURISDICTION] remain 
[INCLUDE REQUIREMENTS]. [The Secretary of State issued a 
statement, sharing [JURISDICTION]’s contact and website, 
confirming that there have been no changes in requirements 
for verifying voters.] The statement can be found [JURISDIC-
TION GOVERNOR’S OFFICE WEBSITE]. All approved, accurate, 
official information regarding voting at today’s polls in [JU-
RISDICTION] can be found on [JURISDICTION WEBSITE].

All voters who arrive at a polling location in [JURISDICTION] 
prior to the poll closure time at [INSERT CLOSURE TIME] will 
be allowed to vote. Recent images from [POLLING LOCATION 
IN QUESTION] show that the situation is [CALM AND ORDER-
LY/WHATEVER THE SITUATION ACTUALLY IS]. All approved, 
official information regarding today’s polls in [JURISDICTION] 
can be found on [JURISDICTION WEBSITE] or by calling
[JURISDICTION PHONE NUMBER]. [SHARE IMAGE FROM 
POLLING LOCATION IN QUESTION, INCLUDING TIMESTAMP]

We are aware of claims on social media of voting irregulari-
ties and are investigating them. The integrity of the election 
is our top priority. [JURISDICTION] has a range of controls in
place to ensure that those who vote are correctly registered 
to do so. We are a community of citizens from all different 
backgrounds, ethnicities, and religions, and we caution 
against drawing conclusions about citizenship based on a 
person’s appearance. You can learn more about our voting 
procedures at: [LINK TO JURISDICTION WEBSITE] or by calling
[JURISDICTION PHONE NUMBER].

[The delay in announcing the result of the votes is due to 
[INSERT REASON].] We anticipate announcing the full results 
of the vote as soon as we complete the vote processing
in accordance with [JURISDICTION’S] standard protocols. 
[We anticipated this year processing votes would likely take 
longer than usual which is why we shared details about
our process ahead of the election [INSERT JURISDIC-
TION-SPECIFIC INFORMATION].] We have full confidence in 
the professionalism and impartiality of the election officials 
in [JURISDICTION]. We have a range of tried and tested pro-
cedures to ensure that votes are counted correctly, including 
mailed ballots. These measures include [INSERT JURISDIC-
TION-SPECIFIC INFORMATION]. Please visit our website for 
more details.
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False claims that polling 
places closed early due 
to COVID-19 concerns

False claims of a judicial 
official ordering a delay 
of the election

Holding Statements

D3P HOLDING STATEMENTS
Voting locations are open as scheduled until [TIME] and 
voting is proceeding as expected. Voters’ and poll workers’ 
health is a critical priority for us. [JURISDICTION] has a range
of sanitization, social distancing, and other measures in line 
with [STATE OR LOCAL JURISDICTION HEALTH DEPARTMENT] 
and CDC recommended procedures in place at polling loca-
tions . [ADD DETAIL SPECIFIC TO JURISDICTION GUIDANCE] 
We are confident that voting centers are ready to host the 
vote today, with a range of measures taken to protect voters’ 
health. We remain in close contact with health authorities 
and will update you in the unlikely event that this assess-
ment changes.

Voting locations are open and the vote is proceeding as 
planned today, [DATE] Information about procedures and 
requirements to vote remain unchanged, and can be found
on our website [INSERT LINK] or by calling our office. This 
includes details of voting locations. We recommend voters 
check the website to confirm details prior to heading out to 
vote. We understand that some voters may be concerned 
about health risks associated with coming to polls today. 
Voters’ and poll workers’ health is a critical priority for us.
[JURISDICTION] has a range of sanitization, social distancing, 
and other measures in line with [STATE OR LOCAL JURISDIC-
TION HEALTH DEPARTMENT] and CDC recommended
procedures recommended by health authorities in place at 
voting locations. [ADD DETAIL SPECIFIC TO JURISDICTION 
GUIDANCE]. We are confident that voting locations s are 
ready to host the vote today, with a range of measures taken 
to protect voters’ health. 
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