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CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 29

SEVERITY CVSS PLUGIN NAME
V2.0

6.4 51192 SSL Certificate Cannot Be Trusted

6.4 57582 SSL Self-Signed Certificate

5.0 57608 SMB Signing not required

INFO N/A 10114 ICMP Timestamp Request Remote Date Disclosure

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 54615 Device Type

INFO N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution

INFO N/A 117886  Local Checks Not Enabled (info)

INFO N/A 42410 Microsoft Windows NTLMSSP Authentication Request Remote Network
Name Disclosure

INFO N/A 11011 Microsoft Windows SMB Service Detection

INFO N/A 100871  Microsoft Windows SMB Versions Supported (remote check)

INFO N/A 106716  Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 110723  No Credentials Provided

INFO N/A 11936 OS Identification

INFO N/A 10180 Ping the remote host

I



N/A 56984 SSL / TLS Versions Supported

N/A 10863 SSL Certificate Information

N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported
N/A 21643  SSL Cipher Suites Supported

N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported
N/A 121010  TLS Version 1.1 Protocol Detection

N/A 136318  TLS Version 1.2 Protocol Detection

N/A 10287 Traceroute Information

N/A 135860  WMI Not Available

N/A 10150 Windows NetBIOS / SMB Remote Host Information Disclosure
N/A 10940 Windows Terminal Services Enabled






